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My mother alwayssaid, "Don't sweat the
small stuff. In the long run, it doesn't
matter, and it'll drive you crazy the
quickest." Once again, it appears my
mama wascorrect.

As far as dentistry is concerned, the
HIPAASecurity Rule that goes into effect
April 21, 2005, is "small stuff." Not
because you can't get in trouble if you're
not careful; on the contrary, if personal
health information is not protected
according to the requirements under the
Security Rule, civil penalties can be from
$100,up to $25,000per year per violation.
Criminal penalties can be anywhere from
$50,000 in fines and one year in prison
up to $250,000 in fines and 10 years in
prison. Is that likelyto happen in a dental
office? No, not if you take reasonable
precautions to protect patients' electronic
health information.

The reason the Security Rule is "small
stuff" is because we've reallyalready done
most of what's required under this rule.
We've already analyzed our practices to
determine potential problem areas, so
the additional requirements under the
Security Rule are fairly minimal. You still
haveto go through all the same stepsagain,
but it's much easier since you're already
familiar with the general requirements.

Generally,accordingto the regulations,
the SecurityRuledealswith"administrative,
physical,and technicalsafeguardsto protect
the confidentiality,integrity,and availability
of electronicprotectedhealth information."
The major goal is to ensure that all
protected health data is protected as
much as possible from inappropriate
use, access,modification, or destruction.
Unfortunately, computers and electronic
data are vulnerable to ~ackers, computer
viruses, and worms,\ ~s well as physical
destruction, so it's impo~tant to take steps
to make sure your patienb' private health
information is protected a~J11uchas pos-
sible. Dental facilitiesare also fequired to
enter into business associate agreements
with any companies that have access to
their patients' private health information,
and are also required to ensure that their
employees comply with the regulations.
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Although it deals with many of the
same considerations as the Privacy Rule,
the Security Rule is concerned only
with private health information in its
electronic form, not written or spoken.
Also, as with the Privacy Rule, the
Security Rule only applies to health
care providers that either maintain or
transmit private health information elec-
tronically. However, as with the Privacy
Rule, even if you don't deal with electron-
ic claims,or even if you don't verifybene-
fits electronically,the standard of care will
probably require these same precautions,
so it's better to go ahead and make sure
your security plan is in compliance with
the HIPAArules.

Some of the considerations outlined

in the Security Rule are "required;' and
some are "addressable." The required
measures must be adopted, and the
"addressable" measures must be consid-
ered and then adopted if it is "reasonable
and appropriate" to do so. If it is not
"reasonable and appropriate" to do so,
then you must document why it's not and
provide an"equivalentalternativemeasure."

The good news is that the Rule clearly
states that the size, type, and complexity
of each facility should be considered
when determining which security
measures should be used. For example, a
huge dental corporation with multiple
offices and a large, complex computer
network has different security needs than
a small office with one computer at the
front desk.The Rule also allowsproviders
to consider the cost of various security
measures against the risks of inappropriate
use, access, or disclosure. That doesn't
mean you can say,"it's all too expensive"
and choose to do nothing. You must
analyze the situation and if a security
measure is reasonable and appropriate,
and is not ridiculously costly for the
degree of protection it offers, you need
to do it.

Administrative Safeguards
According to this section of the Security
Rule, administrative safeguards focus on
policies and procedures in the workplace

that help prevent, detect, contain, and
correct security violations. The Rule
requires that the office conduct a risk
analysis to determine potential vulnera-
bilities and then adopt security measures
"sufficientto reducerisksand vulnerabilities
to a reasonable and appropriate level."
One employee must be designated as the
Security officer. In most dental offices,
the Security officer should be the same
person as the Privacy officer because
the requirements are so similar. This
individual is responsiblefor recordkeeping
and for establishing and maintaining the
Security Rule policies and procedures.

Business associate agreements must
be entered into with any outside business
who, as part of their duties, has access to
your patients' data. Existing agreements
under the Privacy Rule can be edited to
add that the business associatemust notify
the dentist in the event of a known security
incident, and that the business associate
must "appropriately safeguard the infor-
mation in accordance with [the Security
Rule]." In the event a business associate
fails to safeguard the information or fails
to correct a problem that results in a
security incident, business dealings with
that associate should be terminated.

It's important to ensure that only
those employees who need access to
patients' protected health information
actually have access. For example, if an
employee's only job is to process instru-
ments, there isno reason for that employee
to haveaccessto privatepatientinformation.
In the event an employee violates these
administrative safeguards, the employer
must establish and maintain sanctions
against that employee.

To further ensure that only authorized
users are accessing the system, records of
system activity, such as audit logs and
access reports, should be regularly
reviewed. In the event a security incident
is discovered, steps must be taken to fix
the problem, mitigate any damages as
much as possible, and document the
event and its outcome.

Security incidents can also include
"any occurrence that damages systems
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