Is Your Data Safe? 5 tips for data security in your dental practice…
1. Are you emailing patient information and digital x-rays to other doctors? Make sure that your office and the
receiving office utilize encrypted email services. If you don’t, your data can easily be read on its path from your
practice to theirs. HIPAA states that you are responsible for making a reasonable attempt at protecting your data.
2. Do you have a wireless router in your office? If you are using wireless Internet for internal purposes, make sure
your router is a current model with the latest security standards. Most wireless routers (especially those purchased
from retail outlets) do not default to their most secure settings, making them susceptible even for entry-level
hackers. Do you want to be a HOT SPOT and provide free Internet to waiting patients? Make sure your wireless
router is segmented (isolated) from your primary network.
3. It is very important to lock down access to your computers at the end of the day. At the very least, you should log
out of your practice management software on all workstations to prevent someone who has access to the office
(cleaning people, landlord, or intruder) from easily accessing patient files.
An even better method is to password-protect and completely log off your computer at the end of the day, which will
prevent access to documents that are stored outside your practice management software. These are very simple
processes to implement.
4. Are you backing up your data properly? In more cases than not, the tapes you are swapping or the portable hard
drives you are lugging around are not enough. Tapes can wear out and sometimes do not correctly back up your
data. If you are using tapes, then you should regularly conduct test restores to assure that the data you need is being
backed up. Portable hard drives, while cheap and easy, can result in the same problems as tapes. Make sure you
conduct test restores. In addition, most backups to portable hard drives are not encrypted. This means anyone who
plugs in your drive can steal your data.
There are many options available today. There are a lot of good remote backup solutions that use the Internet, but
encrypt the data so it is protected. Also, there are new disaster recovery systems that back up data to a local storage
device as well as a remote location. Make sure your backups happen regularly and that whatever you back up to is in
a safe place outside your office. You can never back up too often or too securely.
5. Is your practice anti-virus and anti-malware software current? It is very important that every computer in your
practice is protected by current anti-virus and anti-malware software. It significantly decreases the likelihood of a
malicious infection. Unfortunately, it is not 100% foolproof, as users can still bypass threat warnings to access
something they think they need. In addition to the software with an active update subscription, your staff needs to be
educated on what websites to go to and not to go to. A firewall with built-in anti-virus software and filtering can
further enhance security and protect from operator error.
It is well worth the effort to make sure that your practice’s data is secure and protected. After all, your practice data
is a good portion of your business. What would you do without it?
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